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1. Introduction

The eLogin application is a basic service for authenticating a user in various procedures
(applications). Depending on their authorization, the user has the option of logging into a
procedure using the following authentication types:

1. Login with username/ID and password

2. Registration with signature card

With this user manual we want to give you some tips on how to use the eLogin application.

2. Authorization concept

The eLogin application is based on an authorization concept. According to this concept, the
NOVA application defines authorizations for each user, which determine which type of
authentication, for which process applications and with which roles a user can log in. These
authorizations form an essential basis for logging in to the eLogin application and are
checked every time a user logs in.

Depending on which permissions have been defined for you as a user by the responsible
administrator, different functions of the application are available to you.

3. Safety instructions



When working with the eLogin application, please note the following safety instructions:

• Work only in a single browser window

• Do not navigate using the forward or back button

• Use the application’s logout function to log out of the application. The logout feature
completes your ongoing session and prevents unauthorized parties from misusing your
session information.

• Close your browser window after logging out

• Please note the “Terms and Conditions of Participation and Use” for eLogin&NOVA. You can
find these in your personal area under “Documents”.
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4. Home page

Figure 1. eLogin homepage

In the top bar of the screen there are the menu items “Contrast”, “Home”, “Language”,
“Help” and “Contact”, the functions of which are explained below.

The home page shows current information provided by the DSRV Authentication team. This
information is displayed sorted by internally assigned priority (high priority at the top, low
priority at the bottom) and by creation date (older at the top). Using the “Home page” menu
item you can return to the first page of the eLogin application from any view.
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5. Contrast

Figure 2. Home page of eLogin with increased contrast

The contrast of the surface can be increased using the “Contrast” menu item. Selecting the
menu item again takes you back to the original settings.
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6. Language

Figure 3. Language selection in the menu at the top right

The language of the interface can be changed using the “Language” menu item. This
language selection overwrites the language stored in the user master. You choose your
language permanently. You can find out which language is currently stored for you in the
user base in your personal area under “Short overview”.

If no language has been defined yet or if you are accessing eLogin for the first time, the
browser language will be adopted as the default. If you do not set your language yourself
using the menu item mentioned above, the browser language will be adopted into your user
base.

The specialist procedures to which you are redirected can read your language selection via
eLogin and take it into account when displaying the application. Find out from your contact
person about the respective specialist procedures which languages are supported there.

7. Help

Depending on which page you are on and access the “Help” menu item, you will be given
context-related help. In the example below, the help function was called up on the home
page.
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Figure 4. Help page and user manual

On the help pages you also have the option of downloading the user manual as a PDF.

8. Contact

You should always select the “Contact” menu item if you have a technical problem with the
application that you cannot solve yourself and you want to get in touch with the pension
insurance data center (DSRV).

Here you will find a contact form. Please first select the background of your message under
“Content” and the procedure concerned under “Procedure”. After entering your message
and your personal and work details, you can send your message to the DSRV by clicking
“Send”.
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Figure 5. Contact form

9. Registration area

On the left side of the homepage is the registration area where you can select a registration
type.
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Figure 6. Login area

As already mentioned, you can log in to the eLogin application as follows:

1. Login with username/ID and password

2. Registration with signature card

The two types of registration are described in detail in the following sections.

10. Login with username/ID and password

Click the “Login with Username/ID and Password” link to log in.
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Figure 7. Login with username/ID and password

Please now enter your user name/ID in the “Username/ID” input field and the associated
password in the “Password” input field. The username/ID and password were sent to you by
email/fax or post from DSRV.

If you do not yet have a user name/ID with an associated password, you can contact the
DSRV under the menu item “Contact”.

Then please click on the “Register” link.
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Figure 8. Completing the registration

If you entered your username/ID or password incorrectly, the following screen will appear:

Figure 9. Invalid username or password

You have a total of three failed attempts. After the third failed attempt, your account will be
blocked and you will have to contact the DSRV again to get a new password.
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Figure 10. Notification of account suspension

To log in again, please click on the “Log in” link.

10.1. Login with an initial password

The password that was sent to you is an initial password. This means that you must change
the password the first time you log in. To do this, log in as described in the “Login with user
name/ID and password” section. After you click on the “Log in” link, a dialog will appear
where you can change the password:

Figure 11. Request to change password when logging in with initial password
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In the “Current password” input field, enter the initial password that was sent to you. Enter
the new password in the “New password” and “Repeat entry” input fields. If the new
password does not match the repeated entry, a corresponding error message appears. It
should also be noted that the new password must comply with the following rules:

1. The password must have a minimum of 12 and a maximum of 20 characters

2. The password must consist of lowercase and uppercase letters

3. The password must contain at least one number

4. The password can contain special characters

5. The password must not match any of the last 3 passwords used.



Password expiration

Please note that passwords no longer expire automatically (unlike previous versions of eLogin).
Therefore, please choose a password that is as secure and difficult to guess as possible.

You can use the following special characters when assigning a password:

Symbol name

@ At sign

( Brace

/ slash

= Equals sign

! Exclamation mark

? Question mark

$ Dollar sign

% Percentage sign

& Ampersand

* Asterisk

- Hyphen

+ Plus sign

. Period
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Symbol name

, Comma

; Semicolon

: Colon

_ Underline

After you have made your entries, press the “Save” button to change the password. You will
then receive a confirmation page.

You can now log in with the new password. To do this, click on the “Login with username/ID
and password” link and log in.

11. Registration with signature card

With the eLogin application you have the option of logging in with a signature card. First,
contact your administrator to ensure you have appropriate permissions.

11.1. Register signature card

Before you can log in to eLogin with a signature card, you must register your signature
card. To do this, click on the “Login with signature card” link in the navigation area. Next, to
register your signature card, click on the “Register Signature Card” link.
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Figure 12. Registration of the signature card

To register the signature card, you first need your username/ID. If you are an employee of
the DSRV, please also provide your personnel number. Otherwise, leave the corresponding
input field empty. Finally, enter your date of birth in the format “dd.mm.yyyy” in the field
provided. After you have entered your data in the appropriate input fields, click on the
“Register signature card” button.

Figure 13. Signature card registration form

After you have submitted your data, both your signature card data and your user data
registered in the system will be checked. The following requirements are necessary for
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successful registration:

• You are registered in the system and your username/ID is valid

• Your signature card is valid

• Your signature card is not yet registered in the system

• Your signature card data (last name, first name, date of birth and, for DSRV employees,
the personnel number) match the data registered in the system

After a successful check, your signature card will be entered in your user data and a
confirmation page will be displayed. You can then log in with your registered signature
card.

11.2. Login

After you have registered your signature card, click on the “Login with signature card” link
again to log in. On the page that opens, click on the “Login” link. You will then be logged in
with your signature card and, if you log in successfully, you will be redirected to the role
selection page.

12. Direct redirection to a procedural application

After you have successfully logged in to the eLogin application, the first thing that is
determined is which procedures you have permissions for and which roles in these
procedures you have been assigned. If you are approved for only one procedure and have
only one role in this procedure, you will be redirected directly to this procedure
application. Otherwise, you will be taken to the role selection page, where you can select a
procedure and a role and, if necessary, a structural unit (see also role selection). After
confirming your selection with “Login” you will be taken to the selected procedure.
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Figure 14. Procedure and role selection

13. Reset password

A registered user has the opportunity to send a request to the relevant administrators of the
organization who have the right to reset the user’s password through the eLogin
application in the "Reset password" section.

To send a password reset request, click on the “Reset password” link and enter your details
in the dialog shown:

• Username/ID

• First name

• Last name

• Birth date

• Email
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Figure 15. Password reset form

First, it checks whether you are registered in the system and then sends an email to the
responsible administrators as well as a confirmation email to you.

Figure 16. Confirmation of successful password reset

If you are not yet registered in the system or if your information differs from the data
registered in the system, you will receive the following error message.
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Figure 17. Incorrect password reset

In this case, contact your responsible administrator.

14. Secured areas

The eLogin application defines secured areas that are only accessible to a logged in user.
This includes the page with the role selection of the procedures permitted for the user as
well as the page with the personal area.

14.1. Role selection

After you have successfully logged in to the eLogin application, you will be redirected to the
role selection page if you are approved for multiple procedures or roles/structural units.
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Figure 18. Procedure and role selection

This page shows a list of all process applications approved for you as well as the associated
roles and, if available, their structural units. Only entries for which you have authorization
are displayed. To switch to one of the process applications shown, select the appropriate
role under the desired process. If structural units are also assigned to a role, another
selection option is displayed. Please select one of the structural units and then click on the
“Register” button. You will then be redirected to the selected procedural application with
the desired role and structural unit.

If you do not have authorizations for procedural applications or no roles are assigned to
you in the procedural applications, you will receive the following error message:
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Figure 19. Error message about non-existent role in the approved procedure

In this case, contact your local administrator to check permissions for procedural
applications and roles.

14.2. Personal area

After you have logged in, you have the option to switch to your personal area. To do this,
click on the “Personal area” link in the left navigation.
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Figure 20. Personal area

This page is divided into five sections: Quick Overview, Organization Affiliation, Roles,
Change Password, and Documents. By clicking on the “+” or “-” buttons, the individual areas
can be collapsed or expanded. Your personal data is displayed in the “Short overview” area.

Information about your organization and contact details for the associated administrators
can be found in the “Organization Affiliation” section.
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Figure 21. Changing the password

In the “Roles” area you can see an overview of authorized procedures as well as roles and
structural units with which you can register for a procedure.

You also have the opportunity to change your current password on this page. To do this,
enter your current password in the “Current password” input field. Enter the new password
in the “New password” and “Repeat entry” input fields. Please note the password rules that
have already been described in the Section 10.1 section.

After you have made your entries, press the “Save” button to change the password. You will
then be shown a confirmation page. You will remain logged in, but will only be able to log
in with the new password the next time you log in.

Under “Documents” you will find the “User information on the processing of personal data”
and the “Terms and Conditions of Participation and Use” for eLogin&NOVA.
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15. Logout

Figure 22. Logout Confirmation

Select the “Logout” menu item and confirm again by clicking the “Logout” button to log out
of the application. The logout feature terminates your ongoing session and prevents
unauthorized parties from misusing your session information. A confirmation of successful
logout appears.

Figure 23. Logout Confirmation
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